Guidance: Privacy in Emergency Situa4ons
Right to Informa.on and Protec.on of Privacy Act
Personal Health Informa.on Privacy and Access Act
The COVID-19 outbreak, which was declared earlier this month to be a global pandemic and resulted in the
Province declaring a state of emergency as of March 19, 2020, has raised quesGons about the sharing of
personal and personal health informaGon and protecGon of privacy during emergencies.
During a public health crisis, privacy laws apply as always; however, they should not be a barrier to appropriate
informaGon sharing. The sharing of complete and accurate informaGon is criGcal during a crisis and privacy
consideraGons should not put anyone’s health at risk.
The purpose of this guidance document is to provide general direcGon on informaGon collecGon, use and
disclosure in emergency situaGons. It is important that public bodies, health custodians and private sector
organizaGons know how personal or health informaGon may be shared during a pandemic or emergency
situaGon.
Privacy laws include several provisions that authorize the collecGon, use, and disclosure of personal informaGon
and/or personal health informaGon in the context of a public health crisis. In doing so, you should be able to
idenGfy the speciﬁc legislaGve authority on which you are relying.
General guidance: Common sense approach
•
Only collect, use, and/or disclose the minimum amount of informaGon necessary.
•

Avoid publicly idenGfying individuals unless absolutely necessary, as this may stop others from coming
forward with perGnent informaGon.
•
Instead: provide details such as locaGon, the relevant Gme period, and date to assist in

•
•

idenGfying others who may have been exposed.
Safely transmit the required informaGon using methods appropriate to the sensiGvity of the
informaGon being shared.
Emergency situaGons impact appropriate collecGon.
•
In general, when staﬀ call in sick, employers should not request a speciﬁc diagnosis.
•

During a pandemic, it would be reasonable to ask if there was any associaGon with COVID-19:
• Has the employee been asked to self-isolate?
• Do they have a conﬁrmed diagnosis?

•

If a staﬀ member is oﬀ because of COVID-19, seek guidance from Public Health on what
informaGon should be communicated with staﬀ that may have been in contact with the
individual, as well as the larger organizaGon.
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How Informa4on May be Shared under New Brunswick’s Privacy Laws
New Brunswick has two privacy laws:
• the Right to Informa/on and Protec/on of Privacy Act (RTIPPA) applies to public bodies; and
• the Personal Health Informa/on Privacy and Access Act (PHIPAA) applies to health care custodians.
These Acts govern the collecGon, use and disclosure of personal informaGon (RTIPPA) and personal health
informaGon (RTIPPA and PHIPAA). Each contain provisions that allow for the sharing of informaGon, including
personal informaGon and personal health informaGon, including when doing so is necessary and in the public
interest in the event of an emergency.
Both Acts require that any collecGon, use or disclosure of personal informaGon or personal health informaGon
be limited to that which is needed to achieve the reasonable purpose of the collecGon, use or disclosure.
Both Acts also require that reasonable security measures be taken to protect personal informaGon or personal
health informaGon at all Gmes.
Right to Informa.on and Protec.on of Privacy Act
The Right to Informa/on and Protec/on of Privacy Act (RTIPPA) applies to “public bodies”, which include
provincial government departments and agencies, Crown corporaGons, boards, and commissions, regional
health authoriGes, schools, as well as municipaliGes, rural communiGes, and related municipal enGGes.
This Act permits public bodies to collect personal informaGon, which includes personal health informaGon, if
the collecGon is expressly authorized or required by another Provincial or federal statute (s. 37(1)). CollecGon of
personal informaGon is also permiaed if it relates directly to and is necessary for a program, acGvity or service
of the public body, if it is collected for law enforcement purposes, or the informaGon is collected by or for the
public body for the purpose for which the informaGon was disclosed to it under a provision of secGon 46 or
46.1 (s. 37(2)).
The Act generally requires public bodies to collect personal informaGon directly from the individual the
informaGon is about. Public bodies may collect personal informaGon from other sources with the individual’s
consent, or without consent in speciﬁc circumstances, such as when the collecGon is authorized by law (s. 38(1)
(a)) or the individual is not able to provide the informaGon directly in a health or safety emergency (s. 38(1)(c)).
If a public body is authorized to collect personal informaGon, the Act also permits the use of the informaGon if
it is for the same purpose as the collecGon or for a consistent purpose.
Public bodies may disclose personal informaGon in emergency situaGons with the consent of the individual, or
without consent in certain circumstances, including:
•
where necessary to protect the mental or physical health or safety of any individual or group of
individuals (s. 46(1)(i));
•
if the disclosure is authorized by a Provincial or federal law (s.46(1)(c)); or
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•

if the disclosure is for the same purpose for which it was collected or for a consistent purpose (s.
38(1)(a.1).

SecGon 33.1(1) of the Act states:
33.1(1) Despite any provision of this Act, whether or not a request for access is made, the head of a public
body shall, without delay, disclose to the public, to an aﬀected group of people or to an applicant,
informaGon about a risk of signiﬁcant harm to the environment or to the health or safety of the public or a
group of people, the disclosure of which is clearly in the public interest.

This secGon releases a public body from the requirement of obtaining consent and overrides all excepGons to
disclosure under the Act. This not only allows for, but also requires proacGve disclosure of informaGon in
emergencies where the public interest trumps any otherwise applicable excepGons to disclosure, including the
protecGon of privacy. There is no need for an access request to have been made to invoke this secGon.
If the informaGon a public body intends to disclosure under this secGon is third party informaGon, the public
body is required to noGfy “any person to whom the informaGon relates”, if pracGcable to do so (s. 33.1(2)). If it
is not pracGcable to do so, the public body is to mail a noGce of disclosure to the latest known address of the
person (s. 33.1(3)).
Personal Health Informa.on Privacy and Access Act
This Act applies to personal health informaGon in the custody or control of health care providers, referred to as
custodians. Custodians include the Department of Health, the two regional health authoriGes, nursing homes,
ambulance operators, physicians, pharmacists, registered nurses and certain other health professionals with
custody or control of personal health informaGon.
This Act authorizes custodians to collect and use personal informaGon for the purposes of providing health
services.
The Act also allows custodians to disclose personal health informaGon with the consent of the individual, or
without consent in speciﬁc circumstances, including:
• to a person who is providing or has provided health care to an individual, to the extent necessary to
provide health care to that individual (s. 37(2)(a));
• to the chief medical oﬃcer of health or other medical oﬃcers of health if the disclosure is required by
another Provincial or federal law, including the Public Health Act (s. 37(5.1)(a));
• to a public health authority established under a federal law or law of another province, territory, or
jurisdicGon if the disclosure is made for a public health purpose (s. 37(5.1)(b));
• if the disclosure is required to prevent or reduce a risk of serious harm to the mental or physical health
or safety of individuals (s. 39(1)(a));
• to prevent or reduce a risk of signiﬁcant harm to the health or safety of the public or a group of people,
the disclosure of which is clearly in the public interest (s. 39(1)(b)); or
• if the disclosure is required by another Provincial or federal law (s. 42).
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Public Health Emergencies
Privacy legislaGon does not impede the work of public health oﬃcials in the case of a pandemic or other public
health emergency.
The Minister of Health and the Chief Medical Oﬃcer have broad powers with respect to the handling of
personal informaGon and personal health informaGon for public health purposes under the Public Health Act.
These powers are in eﬀect at all Gmes, whether or not an emergency has been declared.
InvesGgaGons conducted and orders issued under the authority of the Public Health Act could require the
collecGon, use, and disclosure of certain personal informaGon, including personal health informaGon, relaGng
to employees, paGents, and other individuals.
Under this Act, medical oﬃcers of health have broad powers to collect and use personal informaGon and
personal health informaGon to contain and prevent the spread of noGﬁable diseases and to miGgate risks
associated with a health hazard (s. 64.1(2)).
Medical oﬃcers of health also have the authority to require individuals to provide personal informaGon or
personal health informaGon upon request for these same purposes (s. 64.1(3)).
Note: These provisions override the applicaGon of the Right to Informa/on and Protec/on of Privacy Act in the
event of a conﬂict or inconsistency between the provisions of these two laws.
Otherwise, the work conducted by public health oﬃcials under the authority of the Public Health Act are at all
Gmes bound by their obligaGons with respect to protecGng personal informaGon and personal health
informaGon as set out under the Right to Informa/on and Protec/on of Privacy Act and/or the Personal Health
Informa/on Privacy and Access Act, depending on whether they are acGng in the capacity of a public body or a
custodian.
The Public Health Act also includes powers for the Minister or medical oﬃcers of health to disclose personal
informaGon or personal health informaGon for these same purposes. In addiGon, the Minister of Health has
speciﬁc authority to order disclosure of informaGon (personal or otherwise) for the purpose of protecGng the
health of the public (s. 66(2)).
Further, this Act contains mandatory reporGng provisions for certain health care professionals, as well as
insGtuGons, schools, and early learning and child care faciliGes (ss. 27-32).
Repercussions of release of personal informa4on and/or personal health informa4on
Oken the fear of being sued can give a public body or a custodian pause when considering releasing personal
informaGon or personal health informaGon that would normally be protected.
Both the Right to Informa/on and Protec/on of Privacy Act and the Personal Health Informa/on Privacy and
Access Act have provisions that shield public bodies and custodians from lawsuits when they have acted in good
faith in handling personal informaGon and/or personal health informaGon.
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SecGon 81 of the Right to Informa/on and Protec/on of Privacy Act states:
81 No acGon lies and no proceeding may be brought against the Province of New Brunswick, a public body,
the head of a public body, an elected oﬃcial of a local public body or any person acGng for or under the
direcGon of the head of a public body for damages resulGng from
(a) the disclosure of or failure to disclose, in good faith, all or part of a record or informaGon under
this Act or any consequences of that disclosure or failure to disclose, or
(b) the failure to give a noGce required by this Act if reasonable care is taken to give the required
noGce.

SecGon 78 of the Personal Health Informa/on Privacy and Access Act states:
78 No acGon lies and no proceeding may be brought against the Province of New Brunswick, a custodian or
any person acGng for or under the direcGon of the custodian for damages resulGng from
(a) the disclosure of or failure to disclose, in good faith, all or part of a record or informaGon under
this Act or any consequences of that disclosure or failure to disclose, or
(b) the failure to give a noGce required by this Act if reasonable care is taken to give the required
noGce.

Further, if personal informaGon or personal health informaGon is disclosed in error by a public body or a
custodian, s. 82(1)(a) of the Right to Informa/on and Protec/on of Privacy Act requires the disclosure to be a
wilful contravenGon of the Act to be considered an oﬀence. As for custodians, secGon 76 of the Personal
Health Informa/on Privacy and Access Act requires proof that the custodian did not take all reasonable steps to
prevent the contravenGon for it to become an oﬀence. Inadvertent or erroneous disclosures of personal
informaGon or personal health informaGon, if they were made in good faith, would not be considered oﬀences.
The Public Health Act also contains similar immunity provisions under s. 64:
64(1) No acGon or other proceeding for damages or otherwise shall be insGtuted against a medical oﬃcer of
health, an acGng medical oﬃcer of health, the chief medical oﬃcer of health, an acGng chief medical oﬃcer
of health, an inspector or the Minister or any agent, servant or employee of the Minister for any act done in
good faith in the execuGon or intended execuGon of any duty or power under this Act or for any alleged
neglect or default in the execuGon in good faith of any such duty or power.
64(2) SubsecGon (1) does not apply to prevent an applicaGon for judicial review.
64(3) Notwithstanding subsecGons 4(2) and 4(4) of the Proceedings Against the Crown Act, subsecGon (1)
does not relieve the Crown of liability in respect of a tort commiaed by a person referred to in subsecGon (1)
to which the Crown would otherwise be subject and the Crown is liable under the Proceedings Against the
Crown Act for any such tort as if subsecGon (1) had not been enacted.
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The Private Sector
Except for custodians under the Personal Health Informa/on Privacy and Access Act, New Brunswick does not
have legislaGon that applies to the private sector. Private sector organizaGons may be covered by federal
legislaGon and should check the Privacy Commissioner of Canada’s website: haps://www.priv.gc.ca/en/. If a
private sector business or organizaGon is contracGng with a public body or health informaGon custodian (for
example, as an informaGon manager), contractual agreements should be checked for language that might
actually put personal informaGon or personal health informaGon in the control of the public body or custodian.
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Resources and further informa4on
Right to Informa/on and Protec/on of Privacy Act: hap://laws.gnb.ca/en/ShowPdf/cs/R-10.6.pdf
Personal Health Informa/on Privacy and Access Act: hap://laws.gnb.ca/en/ShowPdf/cs/P-7.05.pdf
Public Health Act: hap://laws.gnb.ca/en/ShowPdf/cs/P-22.4.pdf
Government of New Brunswick’s website with up-to-date informaGon on the Coronavirus: gnb.ca/coronavirus
Oﬃce of the Privacy Commissioner of Canada’s guidance on privacy and the COVID-19 outbreak: haps://
www.priv.gc.ca/en/opc-news/news-and-announcements/2020/an_200320/

Acknowledgements
We would like to thank the Oﬃce of the Privacy Commissioner of Canada, as well as the respecGve oﬃces of
the InformaGon and Privacy Commissioner of Newfoundland and Labrador, Saskatchewan, and the Northwest
Territories for providing the footprint and some of the content of this guidance document.

ACCESS AND PRIVACY DIVISION
DIVISION DE L’ACCÈS À L'INFORMATION ET DE LA PROTECTION DE LA VIE PRIVÉE
230-65 rue Regent St., Fredericton, NB E3B 7H8
☏ 506.453.5965/877.755.2811
! 506.453.5963
! aip-aivp@gnb.ca
www.ombudnb-aip-aivp.ca

Guidance: Privacy in Emergency SituaGons
Created: March 2020

Page 7 of 7

